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	Overview

Country or Region: Kuwait
Industry: Government
Customer Profile

Kuwait’s PACI is responsible for managing databank containing all Kuwait population. It also tracks information about organizations, buildings (commercial and residents buildings) and provides identity information to businesses and citizens.
Business Situation

Kuwait’s PACI needed an efficient way to enable government departments and commercial business organizations to authenticate citizens using single sign on verification process online.

Solution

A Web service developed for PACI by Microsoft Consulting Services (MCS). This enables government and private organizations to use this identification functionality to facilitate a range of government and private sector web services.
Benefits

· Highly available and secured 24/7 service.

· A single sign on verification gateway to Kuwait e-government.

· Rapid solution development time.

· Excellent return on investment.

· Integration with smart cards and e-government systems.
· More efficient data management. 


	
	
	“We can now ensure that data relating to Kuwait’s population verification is consistent and easy to manage. With e-Pin now, the fundamental infrastructure and tools necessary to develop and guarantee the growth of e-business and e-government through the web are available to government and private organizations. This process encourages the implementation of e-government technology in the country.”
Mr. Mansour Al-Methen, IT Director, Public Authority for Civil Information, Kuwait



	
	
	
	Kuwait’s Public Authority for Civil Information (PACI) released a Web service developed on the Microsoft .NET Framework using Microsoft Visual Studio .NET. The new service, called ePin.Net, enables government departments and private organisations to securely verify the identity of citizens and customers online without having to create their own identity stores. The highly secure solution was developed in record time and promises to exponentially reduce the cost of identifying users as more public and private organisations adopt this service. It also improves citizen, resident and business experience by enabling a single unified verification process to start e-government or e-business online transactions. 
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Situation

Each of Kuwait’s 3 million citizens, residents and businesses is issued a civil identity card which is used in a vast array of official administrative tasks; from applying for passports, opening a bank account, hospital admittance, registering in schools, registering a commercial business, voting for parliament candidates to setting up telephone lines and paying parking fines. This identity card contains a range of information such as a citizen’s full name, date of birth, local address, blood group, sponsor, and telephone number. The Civil Identity card contains a unique number that remains unchanged, even if foreign nationals leave the country and return many years later.

This card, which is issued by the Public Authority for Civil Information (PACI), makes it much easier for the Kuwaiti government to administer its services by authenticating all citizens to access a range of government services including Ministry of Education, Public Institute for Social Security, among others. In addition, it enables private sector organizations, such as banks, to verify the identity of customers, cut down on administrative tasks and eliminate fraudulent transactions. 

PACI uses the latest technologies to issue Civil ID cards and to provide identity information to individuals and organizations. The authority has created self service card dispensers where citizens can pay for and collect new cards. There is also a telephone line that enables citizens and businesses to track the progress of their card applications. 

With the worldwide move towards delivering government services online, PACI began looking for ways to verify civil identity information via a Unified Single Sign on Verification Gateway service to serve all public and private sectors. In doing this, it provides an easy way to integrate all organizations to allow verification of a citizen’s identity online across the full spectrum of government departments. PACI also wanted to make identity information available to authorized private sector organizations such as banks and telecommunications providers.

With identity information stored in a central location, the challenge was to be able to access effectively from any government department or commercial organization.

One approach to this problem would be to build a government-wide network, but this was found to be slow, costly and inflexible when it came to adding new departments. Instead, the authority needed to create a Web-based verification gateway to the information which would provide secure access for any number of departments or users via a simple browser interface.

PACI also needed to establish the same level of trust with the online identification system that it has established with its physical ID cards. That means government organizations, private companies and citizens needed to be sure that the system would be absolutely secure at all times. 

Solution

In the year 2000, PACI used Microsoft technologies to build a Web site where citizens and businesses could access identity information online. This helps both public and private sector organizations validate and conduct all kinds of transactions securely, from bank withdrawals to tax payments. To increase the flexibility of the identification solution, PACI also decided to provide access to identity information using a Web service called ePin.NET.

ePin.NET enables individuals, private and public sector organizations to verify identity information from PACI from a range of public and private sector Web sites. For example, a bank might have a specific section of its Web site for opening new accounts. When customers apply for new accounts online, the bank’s systems can now call on the PACI systems via ePin.NET to verify the identity of the applicant. The Web service was developed using the Microsoft® .NET Framework and Microsoft Visual Studio® .NET development tool. It is protected by secure socket layer (SSL) encryption technology and secure algorithms. It is also protected by Microsoft Internet Security and Acceleration (ISA) Server, which authorizes users whose identities are defined in PACI’s Civil Information Data Bank. The e-Pin solution is supported by the Microsoft Windows® 2003 Server Enterprise Edition operating system and Microsoft SQL Server™ 2000 Enterprise Edition. 

To ensure the tightest possible security for the new system, Microsoft Consulting Services (MCS) personnel and Microsoft consultants from Microsoft Corp. HQ Redmond in the USA offered consultation and support with the implementation. Engineers from Microsoft Kuwait were also involved. 

To date, the PACI e-Pin.NET Web service has been adopted by Kuwait’s Ministry of Education, Public Institution for Social Security, among others. These organizations interact with more than 1 million people out of a 3 million population.

The Web service maximizes the value of legacy technologies by enabling organizations to access data at PACI with no upgrades or architecture redesigns. It also has the capacity to integrate diverse systems and applications without expensive hard coding, irrespective of the platforms they run on.  

In Kuwait, the Government national IT committee decides the strategic direction for the use of IT in government. This group has declared the ePin.NET Unified Verification Gateway as the certification standard for all government services in the future.

Benefits

Rapid Development Times

The Microsoft .NET Framework enables programmers to develop XML Web services and bring them to market rapidly. In the case of the PACI application, code written for the existing ASP page could be replicated and rendered as a .NET Web service, saving time and money. 

Visual Studio .NET enabled MCS developers to target pre-built code elements in the class libraries of the .NET Framework. It also helped them check and compile code quickly and easily, ensuring excellent productivity and rapid development times. 
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“Because we were developing the Web service using the Microsoft .NET Framework and Visual Studio .NET, MCS were able to meet PACI’s requirements in less than 3 months. The result is a service that enables other government departments and authorized private sector organizations to build the identification verification process into their own business processes quickly and securely with no custom coding whatsoever. Because they don’t have to waste time reinventing the wheel, the time savings we have seen so far are only the tip of the iceberg. This facilitates an infrastructure for healthy economical growth for the State of Kuwait”

Enhanced Citizen Experience

The PACI ePin .Net service enhances the experience of customers accessing government and private sector services online. Whether they wish to apply for a driving license, set up an account with a telecommunications provider, or pay a parking fine they can prove their identity and exact transactions quickly and easily. 
Mr. Mansour Al-Methen, IT Director, PACI, says: “To date, The Ministry of Education, and the Public Institute for Social Security among others are the first subscribers to use ePin.NET. PACI is also negotiating agreements with banks within Kuwait and oil companies. As more and more departments and businesses adopt the service, it will become increasingly easy and convenient for citizens to perform administrative tasks online. This ease of use promises to drive the development of successful online services in the years to come.”

Highly secured availability and efficiency 24/7

Because ePin.NET now provides a single point of access to verify identification information, PACI can maintain and manage its data centrally. 

Al-Methen says: “We can now ensure that data relating to citizen identification is consistent and easy to manage. Whereas different agencies were collecting information and updating disparate systems, we can be certain that PACI’s information is accurate and up to date at all times. The financial savings this will bring us are considerable.”

Integration with Smart Card Technology

In the future, PACI plans to use this single source of information to connect online identity information with the traditional identity card. It will do this by fitting cards with smart-card technology, enabling citizens to carry out secure transactions from kiosks and other public devices. 

Mr. Musaed Al-Asousi, General Director, PACI says: “We will ultimately integrate our traditional identity cards with the online system. Microsoft uses smart cards in its own organization and is ideally positioned to help us implement this technology ourselves, and bring a new set of benefits to the citizens we serve.” 

A Platform for the Future

Because the identity service is available as a Web service, it can be accessed quickly and easily by a growing number of authorised organisations and individuals. This flexibility ensures that the scope of the project can be increased quickly and easily. 

In addition, internal infrastructure such as applications and databases can be upgraded without impacting on the identity service. 
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: “Using .NET technologies, we have been important contributor to the success of Kuwait e-government investments as we able to connect our database with external private and public sector partners, irrespective of the technology platforms they are using. As technology continues to evolve, we will be able to deliver the service seamlessly without any requirement for expensive, time consuming recoding projects. All this means that we will be agile enough to deliver the best possible identification services, whatever the future holds.”


Microsoft .NET
Microsoft .NET is software that connects people, information, systems, and devices through the use of Web services. Web services are a combination of protocols that enable computers to work together by exchanging messages. Web services are based on the standard protocols of XML, SOAP, and WSDL, which allow them to interoperate across platforms and pro​gramming languages. 

.NET is integrated across Microsoft products and services, providing the ability to quickly build, deploy, manage, and use connected, secure solutions with Web services. These solutions provide agile business integration and the promise of information anytime, anywhere, on any device.

For more information about Microsoft .NET and Web services, please visit these Web sites: 

www.microsoft.com/net
www.msdn.microsoft.com/webservices
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For More Information


For more information about Microsoft products and services, call the Microsoft Sales Information Center at (800) 426-9400. In Canada, call the Microsoft Canada Information Centre at (877) 568-2495. Customers who are deaf or hard-of-hearing can reach Microsoft text telephone (TTY/TDD) services at (800) 892-5234 in the United States or (905) 568-9641 in Canada. Outside the 50 United States and Canada, please contact your local Microsoft subsidiary. To access information using the World Wide Web, go to:� � HYPERLINK "http://www.microsoft.com" ��www.microsoft.com�





For more information about Kuwait’s Public Authority for Civil Information (PACI) products and services, visit the Web site at: � HYPERLINK "http://www.paci.gov.kw/eng/index.htm" ��http://www.paci.gov.kw/eng/index.htm�














“Using .NET technologies, we have been important contributor to the success of Kuwait e-government investments as we able to connect our database with external private and public sector partners, irrespective of the technology platforms they are using.”





Mr. Musaed Al-Asousi, General Director, PACI
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“Because we were developing the Web service using the Microsoft .NET Framework and Visual Studio .NET, MCS were able to meet PACI’s requirements in less than 3 months."





Mohamed Al-Tura, Public Sector Manager, Microsoft Kuwait
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